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Introduction.
Advancement in technology has brought about inevitable transitions and efficiencies in contemporary organizations. As such, data-based technology has enabled organizations to offer services to its customers with increased improvement. However, technology has also brought about growing fears regarding data breaching. As evident, losing customers as well as organizational data to hacker has become a costly as well as embarrassing aspect. Cybercriminals tend to use any evident technology gap in an effort to access personalized data through applications, personalized IDs and other forms of identifiable data. Unauthorized access to personalized data threatens company’s future, and this was the same case in the Padgett-Beale, Inc. (Burgess, 2017). As evident from the case study, the Padgett-Beale, Inc. employee’s official details had been hacked from the commonly applied mobile devices while traveling. It is arguable that the company lacked accurate user authentication approaches which would help in defining the people trying to gain access to the company’s online accounts. In reflection to the case study, cybercriminals are very intelligent, and they tend to make use of every bit of material information to violate the firm’s operational systems (Burgess, 2017).  This study offers a categorical analysis of security and privacy issues in complement with endorsements for the most appropriate actions that should be enacted to deter the attached effects. 
Analysis of Security and Privacy Issues.
It is with no doubt that insider intellectual property theft has been and is still a mushrooming challenge to contemporary businesses. Notably, insider intellectual property tends to compromise an organization via faulty access to the company’s IP (Jain, Kumar, Kumawat, &Jangir, 2014).  As evident from the Padgett-Beale, Inc., there is likelihood that the impact of IP theft by an insider working in the Property Holding and the Development (PHD) office is comprised of multiple security as well as privacy implications. These issues could pose different implications to the firm’s abilities to suitably benefit from its intellectual property. 
Notably, IP is vitally essential to the firm when it is kept confidential and secured. Arguably, unauthorized access to potential insider IP causes loss of information confidentiality. More importantly, unauthorized disclosure of the company’s IP could challenge its ability to benefit from it (Jain et al., 2014). The firm’s IP is comprised of copyrights, trade secrets, employee knowledge, and new product plans. If by any chance this data was rendered into the hands of hackers by an insider, then the firm’s competitive edge, as well as the faster market advantage, would be highly threatened. 
Potential insider IP theft may increasingly destroy the firm’s brand and reputation. When a malicious entity accesses stolen intellection property, hackers can use it to provide related product and services the customers (Gelinne, Francher, & Mossburg, 2016). In this setting, the stolen product plans may lead to the production of counterfeit products which may lead to ideal damage to the company’s brand. Unauthorized access to the Property Holdings & Development (PHD) office would inevitably challenge brand security and protection.
[bookmark: _GoBack]Unauthorized access to sensitive data like company’s client list can facilitate vast security and financial difficulties. Access to customer’s recognition history, specific pricing information, buying habits, or sales volumes can all be part of the company’s customer’s list information. When the company’s information is stolen, the firm stands a chance to lose business as well as face privacy protection lawsuits.    
From another point of view, the company’s operations may be challenged since all departing employees tend to have critical understanding to the stolen files and hence they can accurately disclose the company’s future plans and strategies. Thus, the company’s operations can be disrupted as a result of the absence of such plans. 
Another security and privacy issue that may arise to the Padgett-Beale, Inc. is that the potential insider IP theft may be undetected for a longer time. Failure to detect the visibility into the forum in which the stolen IP is bought and sold may remain an ideal challenge until when the damage has been done.  Lack of accurate detection of the IP theft at Padgett-Beale, Inc. may have caused by the absence of monitoring as well as proper tracking of IPs as well as an individual with access to them.
Recommendations.
Padgett-Beale, Inc. should control the evident possibilities of insider IP theft through the application of the following practices:
The company should ensure employee awareness education in an effort to inform employees on the risks of taking sensitive information to the wrong hands. This strategy should be integrated with security awareness training (Collins, Spooner, Cappelli, Moore, & Trzeciak, 2013). 
Padgett-Beale, Inc. management should develop and enforce non-disclosure agreements. This initiative would encourage the adoption of a language that contains employment agreements. It would help in ensuring that employees thoroughly comprehend what facilitates theft of company data as well as negative consequences to potential IP thieves as well as their employers. 
Padgett-Beale, Inc. should install control access in its operable machines. The firm should ensure increased access to confidential files on digital assets is only accessible to authorized employees (Collins et al., 2013). Such a practice would help in controlling unauthorized disclosures as well as offer permission and access tracking. In addition, the firm should ensure monitoring technology. It should ensure accurate installation of data loss prevention software to ensure accurate monitoring of inappropriate access as well as the use of IP.
Lastly, the company should implement departure protocols.  This initiative will help in dealing with departing employees through interviews (Verizon, 2016). Herein, managers and human resources representatives should get focused to assess the factors behind employee’s departure and hence form a basis for improvements.
Summary.
The current events at Padgett-Beale, Inc. have brought about suspicion as well as accurate concerns it the most challenging effects of insider IP theft. As mentioned above, the ideal value of IP to business is based on its privacy as well as security affairs.  It is with no doubt that insider IP theft may damage the company’s brand in varied means. It would also lead to greater financial risks. Undetected insider IP theft might lead to greater market loss with time. The company should mitigate these risks through initiating control access, employing monitoring technology and provision of employee awareness training.
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